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M.A. Thesis:

Proposing a new approach for Detecting Phishing
Attacks based on Artificial Neural Network and Genetic
algorithm

The large volume of transactions via the World Wide Web is conducted and various users
will use it. Internet security is a big challenge and essential for financial activities.
Information theft or phishing by fake sites is considered one of the main challenges the
world wide web which can cause much damage to users and the financial sector. on a
online information steal(phishing) one fraudulent site attempts to attract users trust. and
their valuable information such as usernames and passwords to be stolen. phishing attacks
also can steal bank account numbers and passwords. in this respect these attacks is
significant harm to users. phishing attacks have hidden patterns that can detect patterns to
reduce the effects of the attacks.new methods for detecting phishing attacks based on data
mining and machine learning techniques is presented that can accurately recognize the right
of the attacks.. in this study have been used a new method to identify phishing attacks
based on artificial neural networks and genetic algorithms to be selected important
features of neural network such as weights and thresholds for a more efficient and increase
classification accuracy of phishing attacks. the results of simulations and experiments on
data sets phishing attacks contained in UCI database that has 30 different features web
pages show that the proposed method are detected with high sensitivity and accurately
97.24% and

94.43% respectively of the attacks.



